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Hoare Logic ( E/R%

- - — 1.3 Auto-active Proof —

Step 1. Axiom system
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Program Analysis

1
SMT-based

m analust
program andlysis

~\




Program Analysis

4 with SMT solvers, how to

convert the program to
_ predicate Logie formulas?




Loops

{

void f(unsigned a)

unsigned i = 3;
a = 0;
while(i > 9)
{
a =a+ 1;
i=1-1;
}

assert(a == 3);

[ LDO‘PS

void f(unsigned a)

{
unsigned i = 3;
a = 0;
a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
assert(a == 3);
}

[stmi,@ nt-Uine Codle




Loops

void f(unsigned a)

{ r
unsigned i = @; How wmany loops
while(i < a)
{ | should we unloop?
i=1+ 1;
}
assert(i == a);




Loops

void f(unsigned a)

{
unsigned i = @; (zt seevns that owrew‘cx |
while(i < a) ) A
. technique doesn't =Q) !
y T work. \We need more
assert(i == a); _ powerful tools.

v




Hoare Logic Can Do It!

Assign logical meaning to programs

Edsger Wybe Dijkstra Robert W. Floyd Charles Antony Richard Hoare
Turing Award(1972) Turing Award(1978) Turing Award(1980)
C. A. R. Hoare:

An Axiomatic Basis for Computer Programming.
Commun. ACM 12(10): 576-580, 1969.



Hoare logic is an axiom system
for program verification.



Axiom System(AH &%)

e DEFINITION
An axiom system Is a logical system which possesses a group of

axioms(F) from which theorems(xE #) can be derived.
g

4 o, )
we cawn firstly use propositional

logic to explain the components of
an axiom system.

g
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Axiom System(/A:

r DEFINITION
Initial symbols(#]457F5) include all the symbols in the axiom

system.
g

proposucwwaL

variables A B.C compLe‘ce
aowwea’cu\/es

(Itis before a formula,

denoting the formula [ (;
is a tautology. F

\_




Axiom System(AH &%)

- DEFINITION
Formation rules(FZ i) define the legal symbol strings in the

axiom system.
.

s INDUCTIVE DEFINITION of WFF N
1). Every single proposition (symbol) is in WFF.

2). If A and B are WFF, so are (—-A) and (A V B).

3). No expression is WFF unless forced by 1) or 2).
g Y,




Axiom System(AH &%)

(A— B)=(-AV B)
(ANB)=—(—AV —B)
(A<~ B)=((A— B)AN (B — A))

4 )
Sowmetimes we can define some new

sywbol strings for abbreviation. > ’

g




Axiom System(AH &%)

e DEFINITION 2
Axioms(EE) include some tautologies from which theorems can

be derived. We don’t need to prove them in the axiom system.
. _/

(Theg should be seLeo‘ceo\ .
) xroml
carefully. Otherwise,

Axiom?2

(PV P)— P)

P— (PVQ))
(PVQ)—(QVP))

(@ = R) = ((PVQ)— (PVR)))

|_
|_
some theoremns cannot |
) Axiom3 F
be derived. i

\ / Axiom4

(
(
(
(




Axiom System(AH &%)

-

.

DEFINITION

from axioms and known theorems.

~

Inference rules(Z2JEZ#LN/HE S #HLN) defines how to infer new theorems

e

substitution .
rule ((RAFN) >F PV -P ™\ gos = - (RVS)V~(RVS)

(BN 7~ if - A, A — B, then + B




Axiom System(AH &%)

% DEFINITION
Building theorems(#£37. % #) includes all the tautologies and their

proofs.
.

F(Q@—>R)— ((P—Q)— (P— R))

Proof.



Axiom System(AH &%)

2 DEFINITION
Building theorems(#£37. % #) includes all the tautologies and their

proofs.
.

F(Q@—>R)— ((P—Q)— (P— R))

Proof.
(HF(Q —+R)—(PVvQ — PV R) Azxriomd
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Axiom System(/A:

2 DEFINITION
Building theorems(#£37. % #) includes all the tautologies and their

proofs.
.

F(Q@—>R)— ((P—Q)— (P— R))

Proof.
(HF(Q —+R)—(PVvQ — PV R) Ariom4
2)F(QQ - R)— (-PVvQ—-PVR) xr on (1)

- P



Axiom System(AH &%)

2 DEFINITION
Building theorems(#£37. % #) includes all the tautologies and their

proofs.
.

F(Q@—>R)— ((P—Q)— (P— R))

Proof.
(H)-F(Q@—>R)—(PVQ — PVR) Axriom4
2)F(Q@—>R)—> (-PVQ —-PVR) %an(l)

B)F@Q@—R)— (P—>Q)— (P—R)) de finition of — on(2)



Soundness and Completeness

e DEFINITION
Soundness: If - P can be proved in the system, then P must be a

tautology.
.

DEFINITION

Completeness: Iif P Is a tautology, - P can be proved In the system.

P
Soundwness is the converse of completeness.

Propositional Logic is sound and comeplete.

\
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4 A

Hoare Logie is designed specitically
for program verification. tt answers
what Ls program correctness and how

to formally prove the corvectness.
\_




Problem1.:
How to define program correctness?



Hoare Logic

- Is the program guaranteed to reach a certain program point (e.g. terminate)?
- When the program reaches this point, are certain values guaranteed?
- Could the program encounter runtime errors / raise certain exceptions?

- Wil the program leak memory / secret data, etc.?

4 ) N
There are many notLons

of correctness properties

for a given program. } fop

/../'
y




Hoare Triples(Z/R=Ju)
DEFINITION
[Program state includes the value of every variable used in the program ]
DEFINITION
[Pre condition describes the program state before executing the program ]
[ DEFINITION

Post-condition describes the program state after executing the program ]

[pr& conoition ?/E =1 r=u1x+ 1;

v = Qﬁpost—cowditiow]




Hoare Triples
[ DEFINITION

Program state includes the value of every variable used in the program. ]

DEFINITION
[Pre-condition describes the program state before executing the program. ]

DEFINITION
[Post-condition describes the program state after executing the program.

4 rd \J
Pre-«/post-soowd LtLown are
assertions, L.e., conditlons

on the program variables.

r=3Ny=>59
x>3Nx#0




Hoare Triples
[ DEFINITION

Program state includes the value of every variable used in the program. ]

DEFINITION
[Pre-condition describes the program state before executing the program. ]

DEFINITION
[Post-condition describes the program state after executing the program. ]

Pre-/post-condition

can be predicate
logic formulas.

r=3Ny=>59
x>3Nx#0

J




Hoare Triples

- DEFINITION ~

A program C is partially correct iff:

whenever C is executed In a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

\_ J

wWe use Hoare tr’uptes\
{P} C{Q} to define program
correctness,

J




Hoare Triples

- DEFINITION ~

A program C is partially correct iff:

whenever C is executed In a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

\_ J

[pre-—oowol’uc’wm, ? {P} C{Q} ﬁpost—oowdit’ww]

[Tpr/o‘@mm]




Hoare Triples

e DEFINITION ~N

A program C is partially correct iff:

whenever C Is executed In a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

\_ J

r

we don't constder whether the given
program can terminate (partially corvect).
.




Halting Problem

-

DEFINITION

Halting problem means if we can have an algorithm that will tell

that the arbitrary given program will halt or not.

\Basically halting means terminating.

~

-

\_

N
Alan Turing proved in 1936 that

a general algorithw to solve the
halting problem cannot exist. }




Hoare Triples

(" The Hoave triple is the )
correctness criterion of

program C, which is
\called specification. } 1P C1Q)

P and @ are predicate Logic
propositions. What about C?

.




A Small Imperative Language

* Program variables
* 3,b,c, .. (can be assigned to)

* Numbers 1, 2, 3,...

* Expressions
* Expression evaluation is assumed to be side-effect-free for all expressions
* Arithmetic expressions: el+e2, el-e2, ...
* Boolean expressions: el >e2,el ==e2,el<e2, ..

* We typically write b1, b2,... for boolean-typed expressions and el, e2, ... for
arithmetic expressions

4 , ,
For s’umptiaitg, we just consioer a

stmple imperative Language.

.




A Small Imperative Language

* Statements
e skip (does nothing when executed)
* a:=e (assignment: changes value of a)
e s1; s2 (sequential composition: execute s1 followed by s2)
 if(b1) {s1} else {s2} (execute sl if b is true; s2 otherwise)
* While(b1) {s} (repeatedly execute s while b is true)

 We don’t consider

* heap, pointer, break, continue, function, bit-operator, object-oriented, struct,

union, array, float numbers...
r

For sbmplicity, weJ' ust consider a
stmple imperative Language.

.




Hoare Logic

* Initial symbols
* symbols in predicate logic : V, 3, =, —, ...
* symbols in the simple imperative language: if, while, :=, ...
e vdash : I (we omit it in following slides)

* Formation rules
« {P}C{Q}

* P and Q should be predicate logic formulas, which describe program state
e Cshould be a legal program ( no syntax error )



Hoare Logic

{a =0}a := 3{a = 3}
{a=1}a:=2;a:=a+ 1{a =3}

{a =1}a := 2{a = 10}
{fa=1ANb=5}if(a==1)a:=bla=5Ab=05}

-
They are all Hoare triples. But not
all of thew ave valid.

.




Hoare Logic

{a=0}a:=3{a=3} &

{a =1}a:=2;a:=a+ 1{a = 3} Er

{a = 1}a := 2{a = 10} x
{fa=1ANb=5}if(a==1)a:=bla=5ANb=05} Er

(we need to formally prove whether a
Hoare triple Ls right. In other wordls, N
we need to prove the program satisfies 5%
9 the specification.




Problem 2:
How to prove program correctness?



Axioms and Inference Rules

{ P}skip{ P}

g
This axtom LS oLeaer true.

Because skip does nothing,.
.




Axioms and Inference Rules

{7}a :=e{7}

p
The assignment axitom
brings troubles.

.




Axioms and Inference Rules

{P}ta:=e{Pla/e|}

{a =0}a := 1{a =0} g

p
s this aowect?L
\. Jo - a




Axioms and Inference Rules

{P}a :=e{P Na = e}

{a=5}a:=a+l{a=5Na=a+1} X

p
s this aowect?L
\. Jo - a




Axioms and Inference Rules (Visafresh
variable,

\.

{P}ta :=e{(Fv)(a =|elv/a]| A\ P['va] }
{a=1}a:=a+1{@)(a=[a+ D/a|rfa = 1)v/a}))

\ 2
{azl}a::aﬂ{(av)(a:/\} ———
stmplification
(] <{ plEt! ]

{a =1}a:=a+ 1{a =2}

This is corvect and a
forward assignment axiom.
\.




Axioms and Inference Rules

{Ple/alta = e{ P}
{b+1=42}a :=b+ 1{a =42}
(42 = 42)a = 42{a = 42}
{a —b>3}a:=a—b{a > 3}

p
This LS correct. But it

seems to be “backward”.
\_




Axioms and Inference Rules

The abbreviatio "
1S AS-FW.

1S AS.
y, w
{P}a :=e{(Fv)(a =el|v/a] A Plv/a])} {Ple/al}a := e{P}
- Forward (" Itis more widely |- Backward
used because it’s 3
- Quantifier | quantifier-free. Quantifier-free

- Intuitive -

( , , N\
The abbreviation

J

Not Iintuitive



Axioms and In

ference Rules

{a=1}la:=a+ 1{(Fv)(a=(a+1)[v/a] A (a =1)v/al])}

) 4

{a=1}a:=a+ 1§

{a =1}a:=a+ 1{a =2}

\_

(‘3”)(@ =vtlnv=1)} ﬁ‘l’he stmplification

LS correct.

]

But Hoare logic Ls an axiom
system. We neeot some rules
to do this simplification.

~N

J




Axioms and Inference Rules

[ strong ]7P 7 Qéweakz]

{P}C{Q} Q— R{ weakening ]
[Tl/le line means {P}C{R} consequent (WC)

inference.

{a=1}a:=a+ 1{(Fv)(a= (a+ 1)|v/a] A (a=1)v/a])}
(Fv)(a = (a+ 1)[v/a] A (a = 1)[v/a]) = a =2

{a =1}a:=a+ 1{a =2}




Axioms and Inference Rules

P wenlk,
L strong [~ 0 ] we can also

strengthen

P> Q {Q\C{R) precedent (SP).)
{P}C{R}

{a=n}ta:=a+1{a=n+1}
Proof.



Axioms and Inference Rules

P wenlk,
L strong [~ 0 ] we can also

strengthen

P> Q {Q\C{R) precedent (SP).)
{P}C{R}

{a=n}ta:=a+1{a=n+1}
Proof.
(l)a=n—a+1=n+1 predicate logic



Axioms and Inference Rules

[ strong ]7P 7 Qéweakz]

we cawn alsp
strengthen
P> Q {Q\C{R) precedent (SP).)
{P}C{R}
fa=nla:=a+1{a=n+1)
Proof.
(a=n—a+1l=n+1 predicate logic

2{a+1=n+1}a:=a+ 1{a=n+1} AS



Axioms and Inference Rules

[ strong ]7P 7 Qéweakz]

we can also
strengthen
recedent (SP).
P—Q {QIC{R} £ P (SP).
{P}C{R}

{a=n}ta:=a+1{a=n+1}

Proof.

(l)a=n—a+1=n+1 predicate logic

2{a+1=n+1}la:=a+ H{a=n+1} AS

(3){a =n}a:=a+1{a=n+1} SP (1)(2)



Axioms and Inference Rules

4 L )
wWe WiLL tintroduce

inference rules for
Z\ these structures.

Program structure

J

1. Sequence :sl; s2
2. Branch :if(bl) {sl1l}then {s2}

3. Loop structure : while(bl) { s}

This is what we |
want the most. )




Axioms and Inference Rules

The sequentiol
{PICI{R} {R}C2{Q} composttion
{P}C1;C2{Q} ule(se)

{b>3}a:=2x%bja:=a—bla>4}
Proof.



Axioms and Inference Rules

The sequential
{PYCUR} {R}C2HQ} | composition
(P}C1;C2{Q) rule(se)

{b>3}a:=2x%bja:=a—bla>4}
Proof.
(){a—b>4}a:=a—b{a > 4} AS



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition
{P}C1;C2{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS

(2){2%b—b >4 a:=2%bla—b>4) AS



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition
{P}C1;C2{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS

(3)b>3—=>2xb—b>4 predicate logic



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition

{P}C1;C2{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS
(3)b>3—2%xb—b>4 predicate logic
(4){b > 3}a =2+ b{a—b>4) SP(2)(3)



Axioms and Inference Rules

the sequentinl
{PYCUR} {R}C2HQ} | composition

{P}C1;C2{Q} ule(se)
(b>3ba:=2%ba:=a—bla>4)
Proof. t's clearly
(){a—b>4ta = a—bfa > 4) AS nroven
(2){2*xb—b>4}a:=2%bla—b>4} AS baORWQYD{S.J
(3)b>3-—24b—b>4 predicate logic
(@){b > 3}a = 2% bla—b> 4} SP(2)(3)
(5){b > 3Ya = 2%ba:=a—bla> 4} SC(1)(4)



Axioms and Inference Rules

Convert b to a Convert b to a ]
[ proposition, k ) proposition.
{P Nistrue(bl)}C1{Q} {P Nisfalse(bl)}C2{Q@Q}
{P}if(bl) then C1else C2{Q}

The conditional
rule (CD)




Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =max(a,b)}
Proof.



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =max(a,b)}
Proof.
(1){b =maz(a,b)}c = b{c = maz(a,b)}

AS



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)}

(2){a = max(a,b)}c := a{c = maz(a,b)}

AS
AS



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.
(1){b =maz(a,b)}c = b{c = maz(a,b)} AS
(2){a = max(a,b)}c := a{c = maz(a,b)} AS

(3)T'Na <b— b= maz(a,b) predicate logic



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)} AS
(2){a = max(a,b)}c := a{c = maz(a,b)} AS
(3)T'Na <b— b= maz(a,b) predicate logic
(4)

)T A —(a <b) = a=mazx(a,b) predicate logic



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)}
(2){a = max(a,b)}c := a{c = maz(a,b)}
(3)T'Na <b— b=max(a,b)

(4)T N —(a < b) = a=mazx(a,b)

(5){T Na < b}c:=b{c=max(a,b)}

AS
AS
predicate logic

predicate logic

SP(1)(3)



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.
){b = max(a,b)}c:= b{c =maz(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3T Na <b—b=max(a,b) predicate logic

{T'Na < b}e:=b{c=max(a,b)} SP(1)(3)

(1

(2)

(3)

(4)T N —(a < b) = a=mazx(a,b) predicate logic
()

(6){T N —(a < b)}c:= a{c = max(a,b)} SP(2)(4)



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.
){b = max(a,b)}c:= b{c =maz(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3T Na <b—b=max(a,b) predicate logic

{T'Na < b}e:=b{c=max(a,b)} SP(1)(3)
6){T'AN—(a <b)}c:=a{c=mazx(a,b)} SP(2)(4)

(1

(2)

(3)

(4)T N —(a < b) = a=mazx(a,b) predicate logic
()

(6)

(T){T}if(a < b) then ¢ :=belse ¢ :== a{c = maz(a,b)} CD(5)(6)



Axioms and Inference Rules

The while J

- ) {I Nistrue(bl)}C{I} /[ rule (WHP)
[ Loop nvartant L{I} while(bl) C' {I Nisfalse(bl)}

It says that
- If executing C once preserves the truth of I, then executing C
any number of times also preserves the truth of I

- after a while loop has terminated, the test must be false



Axioms and Inference Rules

The while J

- ) {I Nistrue(bl)}C{I} /[ rule (WHP)
[ Lo LvArLAnt L{I} while(bl) C {I ANisfalse(bl)}

It can be proved by induction on number of loop times
- If the loop execute for O time, I of course holds.
- If I holds for n times loops, it holds for n+1 times because of

the condition above the line.



Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.



Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+1<10}a:=a+ AS

[ Loop tnvariant




Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(1){a + 1< 10}a :=a + 1{a < 10} AS

(2)a<10Na#10 = a+1<10 predicate logic



Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic
(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

p
Loop Lnwvartant
aLwags holdls.

\_ W,




Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(1){a + 1< 10}a :=a + 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10Aa # 10}a :=a + 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10) a:=a+1{a < 10 A a = 10} WHP(3)



Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10)a:=a+1{a < 10A a = 10} W HP(3)

(5)a <10ANa=10— a=10 predicate logic

(6){a < 10} while(a! = 10) a:=a+ 1 {a = 10} WC(4)(5)



Axioms and Inference Rules

{I Aistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10)a:=a+1{a < 10A a = 10} W HP(3)

(5)a <10ANa=10— a=10 predicate logic

(6){a < 10} while(a! = 10) a := a4+ 1 {a =10} 10(4)(5)

[ How to find the
. Loop lnvariant? | ’



Prove Partial Correctness U Nistrue(bl) )OI}
{I} while(bl) C'{I Nisfalse(bl)}

{true} while x # 10 do skip {x = 10}
Proof:

1. {true A x # 10} skip {true A x # 10} SK

2. true A x # 10 = true

Loop Lnvariant
LS true

3.}{true A x # 10} skip {true} | we, 1,2

4. |{true} while x # 10 do skip {true A =(x # 10)}| wnpr, 3

5. true A —(x # 10) = x = 10

6. {true} while x # 10 do skip {x = 10} wc, 4,5



How to find loop Invariant ?

There iIs no automatic algorithm to generate loop invariant

You must find it by yourself. The invariant should say that:

- what has been done so far together with what remains to be done
- holds at each iteration of the loop

- and gives the desired result when the loop terminates

Some researchers try to generate invariant via machine learning



Exercise

void f(unsigned a)

{

unsigned i = 0

{i=0Aa>0}
while(i < a)
{

i=1+1;
¥

;4 pre-condition ]

(i = a}A post-condition ]

120N 1 <aNa>0

AN\

Loop nvariant




However,

L)
Mawnual Proof Ls
usually tedious
J




We want an automated program verifier.



L

( , , )
But previous methods (sg mbolie

execution) cannot handle Loops
)




what if we leeep all

invaritants/conditlons tn

\_

the proof?

J




Automatic Proof, Again???



Predicate Transformer

[StYOW@BY?P - Q<[W8a ReY]

e DEFINITION
Given a program C and postcondition Q, P Is the weakest precondition

means for all P’, {P’} C {Q} iff P’ - P. We use wp(C, Q) to denote P.
.

~

weakrest
{a =2}a:=a+ 1{a =3} precondition

{a=2Nb=4}a:=a+ 1{a = 3} a=2ANb=4—a=2
{a=2Na>1}a:=a+ 1{a =3} a=2Na>1—a=2




Predicate Transformer

[StYOW@BY?P - Q<[W8a RBY]

2 DEFINITION
Given a program C and precondition P, Q is the strongest postcondition

means for all Q’, {P} C {Q’} iff Q —» Q. We use sp(C, P) to denote Q.
g

~

J

strongest
fa=1}a:=3{a=3 postcow&litlow

{a =1}a :=3{T} a=3—T
{a =1}a:=3{(Fv)(a =v)} a=3— (Fv)(a=w)




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

we can convert hoare
sp(C, P) = Q triples to predicate
 logic formula.

/ P = up(C Q)wae can find wp or sp,
~




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

P — wp(C, Q) wejust need to

/ prove it is true.
)
\ p(C,P) — Q Wejust need to |
prove it is true. |

1PrC{Q}




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

it is unsatisfinble.

1PrC{Q}

J

> P A —-wp(C, Q) We just needl to pm\/eN

sp(C, P) A =Q < we just need to prove
it Is unsatistinble.




Basic Idea

To prove {P}C{Q}
- Find the wp(C, Q), then prove P implies wp(C, Q).
- Find the sp(C, P), then prove sp(C, P) implies Q.

PN —uwp(C’, Q) ~
How to prove the
formula?
_J
sp(C, P) A =Q

1PrC{Q}

>
~



Working with SMT solvers is like magic




Question: How to automatically find the
weakest precondition (strongest postcondition)?

By rules (Theorems)...



A Quick Recap

[ AS-FW glves
the strongest

L pastcowditiow.

{P}a :=e{(Fv)(a =e|v/a] A Plv/al)}

Forward
Quantifier

Intuitive

[ AS gives the
weakest
postaowol’ut’ww

W,

{Ple/alta = e{P}

\

used because it’s
siwupLer,

(1t s more wiolely ) Backward

Quantifier-free

- Not intuitive



A Quick Recap

[ AS-FW glves
the strongest

L pOStoowd’Ltf,Dw.

{P}a :=e{(Fv)(a =e|v/a] A Plv/al)}

Forward
Quantifier

Intuitive

[ AS gives the
weakest
postaowol’ut’ww

W,

{Ple/alta = e{P}

\

(1t is wore wiolely ) Backward
used because it’s
simapler. Quantifier-free

r




Weakest Precondition

We use wlip(C, Q) instead of wp(C, Q) in following slides:

Cis the program, Q is the intended postcondition

Name stands for weakest “liberal” precondition: it ignores termination

For all Cand Q, it is guaranteed that { wip(C, Q) } C{Q} is true
Forall P, Cand Q, {P} C{Q}iff P — wlp(C, Q)

WLp must oe compu‘cabLe. We
will tntroduce the details,




Weakest Precondition

wlp(skip, Q) = Q

This is clear because
skip does nothing,.




Weakest Precondition

This is similar to | (Ple/ala=etl)
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a=42) =b+ 1 =142

wlp(a:=a—b,a > 3) = ?



Weakest Precondition

This is similar to | (Ple/ala=etl)
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a=42) =b+ 1 =142

wip(a :==a—b,a>3)=a—b>3



Weakest Precondition

wip(C1;C2,Q) = wip(C1,wip(C2,Q))

wlp(a:=a+1;b:=a,a=3ANb > 0)



Weakest Precondition

wip(C1;C2,Q) = wip(C1, wlp(C2,Q))

a+1;b:=a,a=3ANb>0)

wlp(a :

a+ 1,wlp(b:=a,a=3ANb>0))

=wlip(a :
—wlp(a:=a+1,a=3ANa > 0)

a+1=3Na+1>0



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wip(if(a == 0) then {b:=1}else{b:=0},b=1Vvb=0)



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wip(if(a == 0) then {b:=1}else{b:=0},b=1Vvb=0)
=(a=0—>wlpb:=1,b=1Vb=0))A(a# 00— wip(b:=0,b=1Vb=0))
=(a=0—=>1=1V1I=0A(a#0—=>0=1VvV0=0)



Weakest Precondition

wip(while(b1){C}, Q) =7

-) MR M



Weakest Precondition

{I Nistrue(bl)}C{I}
{I} while(bl) C {I Nisfalse(bl)}

wvariant need be
written manually
P—1 /
{P}lwhile(bl)C{Q} (I Nisfalse(bl)) — @
{I A istrue(bl)}C{I}




Dafny

['POSJC'-OOV\JD[UCLOV\, method m(n: nat) returns (result: nat)
ensures n == result

{
var i: int := 0;
while i < n
[ imeriant i < n~<d Loop nvariant |

i =1+ 1;

}
return i;

}

'»' shortcut: Alt+B

https://rise4fun.com/Dafny/tutorial

Dafny 2.3.0.18506

Dafny program verifier finished with 1 verified, @ errors
Program compiled successfully



https://rise4fun.com/Dafny/tutorial

Dafny

method func(a : int, b
ensures ¢ == 0

{
var 1 := a/b;
return 9;

}

int) returns (c

int)

Description

Line

&Il possible division by zero




Dafny

2y 7 : :
method func(a: array<int>, n: int
[Pre-—covwl LtLDV\,LL _ ( y ) )
~T—requires n > 0
ensures forall k O <= k < n==>al[k] == 0
var i int := 0;
while i < n
invariant 0 <= 1
invariant i <= n
invariant forall k O <= k < 1 ==>a[i] == ©
a[l] .= @; Description Line|Column
1 := 1+ 1; 1 /!\ Mo terms found to trigger on. 9 14
X 0 index out ot range 3 38
} X ind f
return: I3 index out of range g9 |42
? A4 assignment may update an array element not in the enclosing 11 5
} context's modifies clause
I 5 index out of range 11 |5
X,
36 A postcondition might not hold on this return path. 14 |2
7 This is the postcondition that might not hold. 3 10




Thanks & Questions
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